NHOOPMAIIMOHHAS ITAMATKA
JJIAA OBYYAIOIIIUXCA

C KaXIbIM I'OJAOM MOJIOACKN B MHTCPHETC CTAHOBUTBLCA 6OHBH_IC, a IIKOJIbHUKKW OJHHU U3
caMbIX aKTHBHBIX IMOJb30BaTeneld Pynera. Mexay TeMm, MOMHMO OIpOMHOTO KOJMYECTBA
BO3MOXXHOCTEH, MHTEPHET HECeT W MpoOJIeMbl. DTa MaMsATKa JOJDKHA MOMOYb Tebe Ge30macHo
HAaXOJHUTHCS B CETH.

KomnbroTepHbie BUPYCHI

KomnbroTepHblil BUPYC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IMPOrpaMM, OTIMYUTEIbHON
0COOEHHOCTBIO KOTOPOIl SBISICTCS CIIOCOOHOCTh K pasMHOXKEHHIO. B pomoiHeHume K 3TOMY,
BUPYCbl MOTYT IOBpPEAMTh WM IIOJHOCTBIO YHUYTOXUTb Bce (Qailibl M JaHHBIE,
MOJKOHTPOJIbHBIE TTOJIH30BATENI0, OT UIMEHU KOTOPOTo OblIa 3aIlyleHa 3apakeHHas: IporpaMma,
a TaKXe MOBPEeIUTh WIM JIa)KE€ YHUYTOXKUTh ONEPALMOHHYIO CHUCTEMY CO BceMu (aiimamu B
11eJ10M. B O0NbIIMHCTBE CllydaeB paclpoCTPaHSIIOTCs BUPYChl UEPE3 UHTEPHET.

MGTOIH)I 3aIl0UTHI OT BPCAOHOCHBIX ITPOrpaMm:

1. Wcnonb3yii COBpEMEHHBIC OIEPAIlMOHHBIC CHCTEMbI, UMEIOIIHNE CEPbE3HBbIN ypPOBEHBb
3aIUTHI OT BPEIOHOCHBIX IIPOTrPaMM;

2. TlocrossHHO ycraHaBiuBai madtd (IUQPOBBIC 3aIUIATKH, KOTOPHIE aBTOMATUYECCKH
YCTAHABJIIMBAIOTCS C IENbI0  JOpabOTKM TNPOTrpaMMbl) W JApyrue OOHOBJICHHS CBOCH
orepanmoHHol cucreMbl. CkaunBail X TOJIBKO ¢ ounmaipHoro caira pazpadorunka OC. Eciu
CYIIECTBYET PEXKHM aBTOMAaTHYECKOTO OOHOBJICHUS, BKIIIOYH €T0;

3. PabGoraii Ha cBOEM KOMIIBKOTCPC IO IIpaBaMM I10JIb30BATCIIA, 4 HC aJMHHHCTPATOpA.
OTO HE IO03BOJUT 6OJ'II)HH/IHCTBy BPCAOHOCHBIX IIpOTrpaMM HHCTAJIMPOBATBCA Ha TBOEM
MEPCOHAIBHOM KOMIIBIOTEPC,

4. Wcnonp3yil aHTUBHUPYCHBIE MPOTPaMMHBIE NMPOAYKTHI M3BECTHBIX IPOU3BOJUTENEH, C
aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpannyp puU3HUYECKU JOCTYN K KOMITBIOTEPY JUIsl TIOCTOPOHHUX JIHII;

6. Vcnonp3yil BHEIIHWE HOCUTENN MH(pOpMAIUY, Takue Kak (iemka, AMCcK uiu ¢ailn u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHHUKOB;

7. He oTkpbIBaii KOMIIbIOTEPHBIE (DaliiIbl, TOJyUYEHHBIE U3 HEHA/IEAKHBIX UICTOYHUKOB. Jlaxe
Te (ailsibl, KOTOpPbIE MPUCIIa TBOW 3HAKOMBIH. Jlyulle yTouHM y Hero, OTIpaBJIsl JIU OH TeOe ux.

Cerun WI-FI

Wi-Fi - 370 He Bu Mepenaun JaHHBIX, HE TEXHOJOTHSI, a BCETO JHIIb OpeH 1, Mapka. Emie B
1991 rony Huaepnanjackas kommnanus 3apeructpupoBania Opern "WECA", yto o0o3Hauano
cnoBocodetanue "Wireless Fidelity", koTopslii mepeBoauTcs Kak "0ecrpoBoiHast TOYHOCTH'.

Jlo Hamero BpeMeHHM [omuuia apyras aOOpeBmarypa, KOTOpas SBISETCS TaKOW iKe
TexHosorueit. to abopesuarypa "Wi-Fi". Takoe Ha3BaHue OBUIO JaHO C HAMEKOM Ha CTaHAApT
BbIcIIel 3ByKoBo TexHuku Hi-Fi, uTo B nmepeBojie 03HavaeT "BbICOKasi TOYHOCTH".

Jla, GecrimaTHBIH MHTEPHET-IOCTYN B Kade, OTENsAX U a’pomnopTax SBISETCS OTIUYHON
BO3MOXKHOCTBIO BBIXO/1a B MHTepHET. Ho MHOTHE AKCHEepTHl CYMTAIOT, YTO 00mienocTynubie Wi-
Fi cetn He ABIAOTCS G€30MaCHBIMHU.



CogeTbl 110 O€30MaCHOCTH pabOTHI B 00LIEIOCTYIHBIX ceTsix Wi-fi:

1. He mepenaBaii cBoro JuMuyHyH HHpopManuio dYepe3 oodOmenoctynueie Wi-Fi cern.
PaGoras B HUX, XCJIATCJIIbHO HC BBOAUTL MAapOJiK JOCTYIIA, JIOTHUHBI U KAKHUC-TO HOMEPA,

2. VUcnonp3yih u OOHOBISI aHTUBUPYCHBIE NMporpamMmbl U Opanamayep. Tem caMbIM Thl
o0e3onacuiib ceds 0T 3aKaYKU BUpPYyca Ha TBOE YCTPOUCTBO;

3. Ilpu wucnonw3oBanmu Wi-Fi otkmoun ¢dynknuio "OOmmit moctyn Kk (daitiam wu
npuntepam". JlaHHas (yHKIHS 3aKpbITa 110 YMOJIYaHHUIO, OJHAKO HEKOTOPBIE IOJIb30BATEIN
AKTUBUPYIOT €€ JUIsl y100CTBa HCIIOJIb30BaHMs B padoTe uiu yueoe;

4. He ucnonb3yil myonuunbiii WI-FI mis mepemaunm nUYHBIX JAHHBIX, HApUMep s
BBIXO/Ia B COLIMAJIBHBIE CETU WIX B JJIEKTPOHHYIO II0UTY;

5. Ucnonb3yit Tosibko 3amuiieHHoe coenuHenue yepe3 HTTPS, a ne HTTP, t.e. nipu
Habope BeO-aapeca BBoaM MMeHHO "https://";

6. B moOunsHOM Tenedone orkmoun GyHkuuio "Iogkmouenne k Wi-Fi aBromarnueckn".
He nomyckait aBTOMaTn4eckoro MmoAKIIoYeHHs ycTpoicTBa K ceTsim Wi-Fi 6e3 TBoero cormnacusi.

CoumnajbHble ceTH

ConuasibHble CETH aKTUBHO BXOJAT B Hally JKW3Hb, MHOTHE JIOAU PabOTAIOT U KUBYT TaM
noctossHHO, a B Facebook yxe 3apeructpupoBaH MUIUIHAp] YEJIOBEK, YTO SIBJISIETCS OJHOM
CeIbMOI BCEX JKUTENICH IJIaHeThl. MHOTHE MOJBb30BATEIM HE MOHMMAIOT, 4TO WH(pOpMAIHS,
pasMelleHHas UMU B COLIMAIbHBIX CETSAX, MOXKET ObITh HalJileHa M UCIOJIb30BaHa KEM YTOJIHO, B
TOM 4HCJIE HE 00513aTEeNIbHO ¢ O1aruMy HaMEPEHHUSIMH.

OCHOBHBIE COBETHI IO OE30IIACHOCTH B COHaJIbHBIX CCTAX:

1. Orpannup cnucok apys3eil. Y TeOs B Apy3bsX HE JOJDKHO OBbITh CIy4YalHBIX U
HE3HAKOMBIX JIIOJCH;

2. 3amumail cBOr0 4acTHYIO kM3Hb. He ykasbiBail maponu, TenedoHsl, ajapeca, 1aTy TBOETO
POXJIEHUS U JIPYTYI0 JIMYHYIO HMH(pOpMalMio. 37I0yMBIIUIEHHUKA MOTYT HCIOJb30BaTh JIaXe
MH(OPMALIMIO O TOM, KaK Thl U TBOU POJUTEINN TUIAHUPYETE MPOBECTH KAaHUKYJIBI;

3. 3amuimiai CBOI penmyTaruio - IepKH €€ B YUCTOTE M 3aJaBaii cebe BOMPOC: XOTeN Obl
ThI, YTOOBI APYTUE MONH30BATENU BUAETH, YTO Thl 3arpyxkaems? [logymaii, mpexae 4em 4To-To
OITyOJIMKOBATh, HAMKMCATh U 3arPy3UTh;

4. Ecnu ThI TOBOPHIIB C JHOJBMH, KOTOPBIX HE 3HACIIb, HE MCIOJbB3Yl CBOE PEANbHOE UMS
U IPYTYI0 JTUYHYIO0 HH(OPMALIUU: UM, MECTO )KUTEIbCTBA, MECTO yUeObl U IIPOYEE;

5. U36erait pazmemenus ¢ortorpaduii B IHTEpHETE, TIe THI M300pakeH Ha MECTHOCTH, IO
KOTOPOU MOYKHO OIPENETUTH TBOE MECTOIOIOKEHNUE;

6. Ilpu peructpanuu B COIHMAIBLHON CETH HEOOXOIUMO HCIOJIB30BaTh CIIOKHBIE MapoH,
cocTosmue u3 OykB v UG U ¢ KOJUIECTBOM 3HAKOB HE MEHEE §;

7. Jns comuanbHOM CETH, MOYTHI U JIPYTUX CAHTOB HEOOXOJMMO HCIOJIB30BAaTh Pa3HBIC
napoiu. Torga eciau Te0s B3IOMAIOT, TO 3JIOYMBIIIJIEHHUKN TOIY4YaT JOCTYH TOJBKO K OJHOMY
MECTY, a HE BO BCE cpasy.



JJIeKTPOHHBbIE IeHbIH

DNEeKTPOHHBIC JEHBIW - TO OYCHb YJAOOHBIH CIOCOO TUIaTeXed, OJHAKO CYIIECTBYIOT
MOIIICHHHUKU, KOTOpre XOTAT HOJIy‘-H/ITB O9TU OCHBI'U.

3JICKTpOHHBIe JCHBI'M IIOABHJIMCH COBCEM HCAABHO WM HMMCHHO H3-3a O3TOIrO BO MHOTI'HUX
rocygapCTBax 40 CHUX IIOP HE INPOIHCAHO IIPO HUX B 3aKOHAaX.

B Poccuu xe oHu (PyHKIMOHUPYIOT U O HUX YK€ MPOMHCAHO B 3aKOHE, I/Ie UX Pa3AelisioT
Ha HECKOJIbKO BHJIOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3HuIla B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3peliaercss MPOBOAUTH onepanuu 0e3 wuIeHTUUKALUK [O0Jb30BaTeNnsi, a B
HEAaHOHWMHBIX UACHTU(DUKAIIVS ITOJTH30BATENS ABISETCS 00s13aTEIILHOM.

Taroke ciemyer pasnuyarh 3JCKTPOHHbIE (HUATHBIE JEHBIUM (PaBHBI TOCYAapCTBEHHBIM
BAIIOTaM) U AJIEKTPOHHBIE He(hUaTHBIE ICHBIM (HE paBHBI TOCYAAPCTBEHHBIM BATIOTAM).

OcHOBHBbIE COBETHI 110 0€3011aCHOM paboTe C INEKTPOHHBIMU JEHbIaAMU:

1. IlpuBspku K cueTy MOOMIBHBIN TenedoH. DTO caMblii YIOOHBINH M OBICTPBIA CIIOCOO
BOCCTAHOBUTb JOCTYN K cdyery. [IpuBsizanHblii TenedoH mnomoxker, eciu 3alynemb CBOH
TJIATEKHBIN MMAPOJIb UM 3aiAEIIb HA CAUT C HE3HAKOMOT'O YCTPOMCTBA;

2. Ucnonb3yit omHopasoBkie mapoiu. [lociie mepexoa Ha YCHIICHHYIO aBTOPU3AIHIO TeOe
yKe He Oy/IeT yrpoaTh OMACHOCTh KPaKHU WJIM TIepeXBaTa IJIATeKHOTO TapoJs;

3. Beibepu cnoxHbIii mapois. [Ipectynmaukam OyaeT HE MPOCTO YraaaTh CIOXKHBIA MapoJlb.
HanexHble maponu - 3T0 Mapoju, KOTOpblE COAEp)KaT He MeHee § 3HAKOB M BKIIIOYAIOT B ce0s
CTpOYHBIC W TIPONHUCHBIE OYKBBI, IU(PPHI U HECKOJIHKO CHMBOJIOB, TaKME KakK 3HAK J0JuIapa,
(yHTa, BOCKIMIaTeNbHBIN 3HaK U T.1. Hapumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE JI0BEPSICILIb.
DJICKTPOHHAs 1OYTA

DNEeKTpOHHAs MOYTa - 3TO TEXHOJIOTUS U MPEJOCTaBIIIEMBIE €10 YCIIYTH IO MEPECBUIKE U
MOJYYEHUIO AJIEKTPOHHBIX COOOLIECHUH, KOTOpPBIE PACHPEIENSIOTCS B KOMIIBIOTEPHOW CETH.
OOBIYHO ~ DNIEKTPOHHBIM  TOYTOBBIM  SIMIMK  BBIVISIAUT — CIEAYIOIIMM  oOpasoMm:
UMs_TONIb30BaTEeI(@UMsL_JoMeHa. Taikke KpoMme Iepelauyd MpoCTOro TEKCTa, HMEeTCs
BO3MOXKHOCTb NepeaaBaTh (paissl.

OcHOBHBIE COBETHI 110 0€3011aCHOM paboTe C INEKTPOHHON MOUYTOM:

1. Hago BeIOpaTh NpaBWIIbHBIN MOYTOBBIM cepBUC. B MHTEpHETE ecThb OrpOMHBIN BBIOOP
OecIUTaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIyUIlle JOBEPSTh TEM, KOTO 3HAellb U KTO MEPBBIHA B

pEUTHHTE;

2. He yka3piBail B JMYHOHN MouTe JW4YHYIO MHpopmanuio. Hampumep, nydine BbIOpaTh
"My3bIKabHbIN _(paHaTt@" uwiun "pokx2013" Bmecto "temal3";

3. Ucnonb3yil IBYX3TaHYK aBTOPU3ALMIO. JTO KOT/Aa MOMHMO IMAapojsi HY>KHO BBOAUTH
KO/, IpUChIIaeMblil mo SMS;

4. BoiObepu cioxHBIA Taponb. IS KaKaOro IMOYTOBOTO SIIHUKA JOJKEH OBITh CBOM
HaJIe’)KHbI, YCTOMYUBBIN K B3JIOMY MTApOJIb;

5. Eciin ecTh BO3MOMKHOCTH HamucaTh CAMOMY CBOW JIMYHBIA BOMPOC, MCHOJIB3YH 3Ty



BO3MOYKHOCTE;

6. Hcrnonb3yid HECKOJBKO TMOYTOBBIX SIIUMKOB. IIepBBIM 1711 4YacCTHOM NEPENUCKUA C
aapecataM, KOTOPBIM Tbhl OOBCPACHIL. 9t0 BHCKTPOHHBIﬁ aapeC HC HAAO HUCIOJb30BaAThH IIPU
peructpauuu Ha popymax U carax;

7. He oTkpbiBail (haiisibl U Ipyrue BIOXKEHUS B MHCbMaX, Aa)Ke €CJIM OHU MPUIIUIA OT TBOUX
npy3ei. Jlydie yrodHu y HUX, OTHPABIISUTH JTU OHU TeOe 3TH (paiiibr;

8. ITocie okoHuyaHusi pabOTHI HAa TIOYTOBOM CEPBUCE MEPE]] 3aKPHITHEM BKJIAJKH C CAalTOM
He 320y HaXKaTh Ha "BeridTn".

Knﬁepﬁymmﬂr UJIH BUPTYAJbHOC U3A€BATECJILCTBO

KuGepOymnuHr - npecieoBaHue COOOLICHUSAMH, COJIEPKAIUMHI OCKOPOJICHHUS, arpeccHIo,
3allyTMBaHKe; XYJIUTAHCTBO, COLUAIbHOEC OOMKOTHPOBAHHE C TOMOIIBIO PAa3IMYHBIX HHTCPHET-
CEPBHCOB.

OcHoBHBbIE COBETHI 110 00pbOE ¢ KNOEPOYIIMHIOM:

1. He Opocaiics B 60ii. Jlydmmmii crmoco0: TOCOBETOBATHCS KaK ceOst BECTH U, €CITM HET TOTO,
K KOMYy MOXHO O0OpaTuThCsi, TO BHAyale YCIOKOWThCS. EciaM Tl HayHemb OTBeYaTh
OCKOPOJICHUSIMU HAa OCKOPOJICHUS, TO TOJIBKO €1ie OOJIbINe Pa30XKeIlb KOH(IUKT;

2. Ypasinsii cBoeil kubeppernyTanuei;

3. AHOHMMHOCTH B CETH MHUMas. CYH_[CCTBYI-OT CII0COOBI BBIICHHUTB, KTO CTOMT 3a
AHOHUMHBIM aKKayHTOM,

4. He crouT BecTH XyIUTraHCKUI 00pa3 BUPTyasbHOM XKu3HU. VIHTEepHET (uKcupyeT Bce
TBOM JICMCTBUS M COXpAHSET UX. Y JaUTh UX OyJeT KpailHe 3aTpyIHUTENbHO;

5. Co0Gurosiait CBOO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii enuHuyHbld HeratuB. OIHOPa30BblE OCKOPOUTENbHbBIE COOOIIEHHUS JIydlle
UTHOpUpOBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4yaabHOU CTa UM,

7. ban arpeccopa. B nporpammax 0o0MeHa MTHOBEHHBIMH COO6H.[CHI/IHMI/I, B COIIMAJIbHBIX
CETAX €CTh BO3MOXKHOCTD 6J'IOKI/IpOBKI/I OTIIPpaBKU COO6I.I.[CHPII>1 C OIIPECACIICHHBIX aAPECOB;

8. Ecmm TbI cBugerens kubepOyuimHra. TBoM [eHCTBHSA: BBICTYIUTHh IPOTUB
npecieoBaTens, Moka3aTb €My, YTO €ro JEMCTBUS OLIEHWBAIOTCS HEraTUBHO, IOJAJIEPKaTh
KEpPTBY, KOTOPOM HYXKHA IICHXOJOrMYecKas IOMOIb, COOOIIUTh B3pOCIBIM O (QakTe
arpecCUBHOTO MOBEJCHUS B CETH.

MoOnbHbIi Tes1eoH

CoBpemeHHble cMapT(HOHBI U MIJIAHILIETH COIepKaT B ce0e BIIOJIHE B3POCIbIi (QyHKIIMOHAT,
U Tenepb OHU MOTYT KOHKYpPHUpOBaTh CO CTallMOHAPHBIMM KOMIbrOTEpaMH. OJHAKO, CPEICTB
3alUTHI ISl TOJIOOHBIX YCTPOMCTB MOKa O4Y€Hb Maslo. TecTHpoBaHME M MOUCK YSI3BUMOCTEW B
HUX NPOMCXOJUT HE Tak MHTEeHCUBHO, kak 1 I[IK, To ke camoe kacaercss U MOOHIBHBIX
MIPUIIOKEHUN.

CoBpeMeHHBIE MOOMIIBHBIE Opay3epbl yXe NMPaKTHYECKH JOTHAIM HACTOJILHBIC aHAJIOTH,
OJIHAKO pacimupeHue (yHKIMOHAIa BIeYeT 3a CO000i OONBIIYI0 CIOKHOCTh W MEHBIIYIO
3alIMIICHHOCTb.



Jlaneko He BCE MPOW3BOAMTEIHN BBITYCKAIOT OOHOBJICHHS, 3aKPHIBAIOIINE KPUTUYECKUE
YSA3BUMOCTH JJISI CBOUX YCTPOWCTB.

OcHOBHBIE COBETHI JIsl 0€30MaCHOCTH MOOMIBHOTO TesieoHa:

Hudgero He sBisieTcss mo-HacTosmeMy OecruiaTHbIM. Byns ocTopoxeH, Benb korga Tebe
npeiaraT OecryiaTHbIA KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKUE-TO IUIATHBIE YCIIYTH;

Hymaii, mpexae yeM oTnpaBuTh SMS, ¢hoTo wim Buaeo. Thl TOYHO 3HACIIb, TJIE OHU OyIyT
B KOHEYHOM HTOre?

Heo0xo1uMo 0OHOBIISATE ONEPAIMOHHYIO CUCTEMY TBOEro cMapTdoHa;
Hcnonb3yit aHTUBUPYCHBIE IPOTPaMMBbI 1J11 MOOUITBHBIX Telle()OHOB;

He 3arpy>1<a171 IMPUITIOXKEHNA OT HCU3BCCTHOI'O MCTOYHHKA, BCAb OHHU MOI'YT COACPKATH
BpCIOHOCHOC IIPOrpaMMHOC O6CCHC‘ICHI/IC;

ITocie Toro kak ThI BBIAACIIL C CaiiTa, Tie BBOIWI JIMYHYIO HH(OpMAIWIO, 3aiad B
HACTpOIKM Opay3epa u ynanu cookies;

[Iepunonnuecku npoBepsii, KaKue IUIATHBIEC YCIYTH AKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBaii cBOi1 HOMEp MOOMJIBHOTO TeleOHa TOJIBKO JIFOJSIM, KOTOPBIX ThI 3HACHIb  KOMY
JIOBEpsiCLIb;

Bluetooth nomkeH ObITh BBIKIIIOUEH, KOTJIa ThI MM HE IMOJIB3yenibcs. He 3a0biBail mHOT 1A
IIPOBEPSATH 3TO.

Online urpsi

CoBpeMEHHBIE OHJIAHH-UTPBI - 3TO KPAacOYHbIE, 3aXBaTbIBAIOLIUE DPA3BJICUCHUS,
00BEAMHSIONINE COTHHU ThICAY YENIOBEK M0 BceMy Mupy. Urpoku ucciaenyroT JaHHBIA UM MHP,
00IIaI0TCs IPYT € APYTOM, BBIIOJHSIOT 3a/laHUs, CPaXaroTcs ¢ MOHCTPaMM U TOJIY4YaroT OIIBIT.
3a yIOBOJBCTBUE OHU IUIATAT: MOKYHAKOT TUCK, OIUIAUMBAalOT aOOHEMEHT WM MpPHUOOpEeTaroT
KaKHe-TO OILUH.

Bce otm cpenctBa MIyT Ha TOAAECpKAHME M DPA3BUTHE UIPHL, a TaKKe Ha caMy
0€30I1aCHOCTh: COBEPLICHCTBYIOTCS CHCTEMBl aBTOPU3AIlMM, BBITYCKAIOTCS HOBBIE MaT4U

(undpoBeIe 3amaaTKU AJI IPOrpaMM), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOJIO6HBIX HUIrpax CTOUT OIacaTbCd HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaxXu
TBOCTO MMapoJjid, Ha KOTOPOM OCHOBAaHa CUCTEMaA aBTOPU3ALIUU OOJIBIIMHCTBA urp.

OCHOBHBIC COBETHI 10 0€30ITACHOCTH TBOETO HUI'PpOBOI'0 aKKayHTa:

1. Eciin npyroii urpok BeneT ceds IIOXO WIM Co3/1aeT TeOe HeNpPUSATHOCTH, 3a0JIOKUpPYH
€ro B CIIMCKE UTPOKOB;

2. Homanyﬁca AAMUHHUCTpATOpPAaM UIPBI HA IIJIOXOC IMOBCACHUEC 3TOI'0 UI'POKaA, KCIATCIILHO
MMPUIOXKUTH KaAKHUEC-TO JOKA3aTCIIbCTBA B BUAC CKPUHOB;

3. He ykaspiBaii muuHyto nHGopMaIuio B mpogaiiie urpsl,

4. YBaxail Ipyrux y4aCTHUKOB [0 UTPE;



5. He ycranaBnuBaii HeouIIMaIbHBIE TTATYU H MOJBL;
6. Mcnonb3yii coKHBIE U pa3HbIE MAPOJIH;

7. Jaxe BO BpeMs WUrpbl HE CTOUT OTKJIOYaTh aHTuBHpyc. [loka Thl urpaemib, TBOH
KOMITBIOTEP MOTYT 3apa3uTh.

OUIIUHT WA Kpaka JUIHbIX JaHHbIX

OObIuHOW Kpaxkei JeHer M JIOKyMEHTOB CErOJHsS YK€ HHUKOr0 HE YAMBHIIb, HO C
pa3sBUTHEM WHTEPHET-TEXHOJOTHH 3JIOYMBIIUICHHUKA TEPEMECTWINCh B  HHTEPHET, W
MPOJIOIDKAIOT 3aHUMATHCS ""TFOOUMBIM" IETTOM.

Tak mosiBHIIach HOBas yrpo3a: WHTEPHET-MOIICHHWYECTBA WIHM (DUIIMHT, TJIaBHAs IEIb
KOTOPOTO COCTOUT B TONYyYEHUU KOHQPUICHIMATHHBIX JTaHHBIX TOJH30BaTENICl - JIOTHHOB W
napoJyieii. Ha anrmuiickoMm si3bike phishing unraercs kak ¢umunr (ot fishing - peiOHas 0B,
password - mapoJs).

OcHOBHBbIE COBETHI 110 00PHOE C PUIIUHTOM:
1. Crnemu 3a cBOMM akkayHTOM. ECIu ThI MO103peBaeIib, 9TO TBOSI aHKETa ObLIa B3JIOMaHa,
TO HEOOXOAUMO 3a0JIOKHPOBATh €€ M COOOIIUTh aIMUHUCTPATOPaM pecypca 00 3TOM Kak MOXKHO

cKopee;

2. Ucnons3yil 6e3omacHble BeO-CaliThl, B TOM YMCJIE, HHTEPHET-Mara3uHoOB U MOUCKOBBIX
CHUCTEM;

3. Wcnonb3yil clOXKHBIE U pa3Hble maposu. Takum oOpa3oM, eciu TeOs B3JIOMAIOT, TO
3JI0YMBIIIJICHHUKHU TOTy4YaT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPOQUIIO B CETH, a HE KO BCEM;

4. Ecnu Te0s B370Mali, TO HEOOXOIUMO HPEIYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOpPbIE
N00aBJIEHBI Y T€0SI B IPY3bAX, O TOM, UTO T€Os B3JIIOMaIHM U, BO3MOXKHO, OT TBOEro HMEHU Oy/eT
pacchlIaThes CIaM M CChUIKM Ha (PUITMHTOBBIE CAMTHI;

5. YcranoBu HaznexHbIi napons (PIN) Ha MOOMIIBHBIN TenedoH;

6. OTKJIIOYM COXpaHEHHUE maposs B Opaysepe;

7. He oTkpbIBaii Gaityibl U Ipyrye BIOKEHHUS B MHUChMaX, 1a)Ke €CJIM OHU MPHUIIUIA OT TBOUX
npy3eit. Jlydiie yTouHu y HUX, OTIPABIISIN JIM OHU Te0e 3T (aiiibl.

Hudposas penyranus

udposas penyrauus - 3TO HeraTHBHas WIM MO3WTUBHAs MHGOpMalus B ceTu o Telde.
Komnpomerupyromas uHpopmanus, pasMelleHHas B MUHTEPHETE, MOXKET Cephe3HbIM 00pa3oM
OTpa3uThCs Ha TBoeH peanbHOH ku3HU. "Lludposas penyramusa" - 3To TBOW MMHIK, KOTOPBIN
dopmupyetcst u3 uHpopMaIMK O Tebe B MHTEPHETE.

TBoe mecTo KHUTCJILCTBA, yqe6bl, TBOC (I)I/IHaHCOBOC ITOJIOXKCHHUC, 0COOEHHOCTHU XapaxKkTepa u
paccka3bl O OJU3KHUX - BCE 3TO HAKAIJIMBAETCSA B CETH.

MHorue noapoCTKHU JIETKOMBICIEHHO OTHOCATCA K IYOJMKAllMM JTMYHON HMHGpOpManuu B
WHTrepHeTe, HE TOHMMAask BO3MOXKHBIX IOCIEACTBUN. Thl Jaxe HE CMOXKEIb J0rafaTrbCs O TOM,

yTto potorpadus, pazmerieHHas S JeT Ha3ajl, CTajla MPUIMHON 0TKa3a MPHUHATH TeOsl Ha padoTy.

KommenTapum, pazmemienue TBoux (ororpaduii u apyrue AeHCTBUS MOTYT HE HCUE3HYTh



Jla’ke TI0CJIe TOro, KaK Thl X YAaauIlb. Thl HE 3Haellb, KTO COXpPaHWI 3Ty HH(OpMAIHIO, IToana
J¥ OHAa B TOHMCKOBBIE CHCTEMBbl M COXPaHWJIACh JHM OHA, a TJaBHOE: YTO MOAYMAalOT o Tebe
OKpY’Karollue JIOAH, KOTOpble HailnyT U yBuaAT 31o. Hailtu mHdopManuio MHOro Jer crnycrs
CMOXeT JI000# - Kak U3 JO0OpbIX MOOYXKIEHHUH, TaKk U C HaMEepeHHEeM MPUYUHHUTH Bped. ITO
MOYET OBITh KTO YIOJHO.

OcCHOBHBIE COBETHI 110 3aIIUTE HU(POBON PEIyTaALINH:

1. IMoxymaii, mpexae yeM 4YTO-TO MyOJIMKOBaThH W IepeaaBaTh y ceOs B Oiore wid B
COIIMAILHOM CETH,

2. B nacrpoiikax npoduisi yCTaHOBH OTpaHUYEHHUS HA IMPOCMOTP TBOETO MPOMUISI U €ro
COJIEP’)KUMOT0, ClIeNai ero TOJbKO "Isl Ipy3en';

3. He pasmemiaili u He yka3wiBail MH()OPMAILIHIO, KOTOPAsk MOXET KOTo-TUOO OCKOPOISATH
WU OOMIKATh.

ABTOpCKOE PaBo

CoBpeMeHHbIe MIKOJIBHUKH - aKTUBHBIE MOJIb30BaTENIN LU(poBOro npoctpaHcTsa. OgHaKo
JIAJIEeKO HE BCE 3HAIOT, YTO IOJIb30BAaHHE MHOTHMH BO3MOXHOCTSIMH IU(GPOBOrO0 Mupa Tpedyer
COOJIIO/ICHHS ITPAB HA MHTEJJIEKTYAIbHYIO COOCTBEHHOCTD.

TepMun "WHTeIUIEKTyalbHAasE COOCTBEHHOCTH" OTHOCHUTCS K pa3IMYHBIM TBOPEHHIM
YEJI0BEUECKOr0 yMa, HauMHasi ¢ HOBBIX M300pPETeHUI U 3HAKOB, 0003HAYAIONINX COOCTBEHHOCTh
HAa TMPOJIYKTHl M YyCIOyrd, U 3aKaHyuBas KHUramu, Qororpadusmu, KUHOUIBMAMHU U
MY3bIKaJIbHBIMU TTPOU3BEICHUSMH.

ABTOpCKHE TpaBa - 3TO MpaBa Ha MHTEIIEKTYaJIbHYI0 COOCTBEHHOCTh HAa IPOM3BEIECHUS
HayKH, JIUTEPATypbl U UCKycCTBA. ABTOPCKHUE IIpaBa BBICTYNAIOT B KaU€CTBE rapaHTUHU TOTO, YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OyJdeT HampacHbIM, JacT €My CIpaBelIMBbIE
BO3MOXKHOCTH 3apa0oTaTh Ha pe3ysbTaTax CBOErO TPYAA, MOJYUYUTh U3BECTHOCTh U MpPU3HAHUE.
Huxkro 6e3 pa3pelieHus aBTopa He MOXKET BOCIIPOU3BOJUTD €ro MPOU3BEIEHHE, PACIIPOCTPAHSITD,
nyOJIMYHO JIEMOHCTPUPOBATh, MPOAABaTh, HUMIOPTUPOBATH, IMYCKaTh B IMpOKaT, MyOIMYHO
UCTIOJIHAT, IOKA3bIBATh/UCIIOIHTh B 3pUpe Ui pazmeniaTts B IHTepHeTe.

Hcnonb3oBanue "MUpaTcKoro" MporpaMMHOIO OOECTIeUeHUs MOXKET NMPUBECTH K MHOTUM
pUCKaM: OT TOTEpPH JaHHBIX K TBOMM aKKayHTaM 10 OJIOKMPOBKHM TBOETO YCTPOWCTBa, TIJie
yCTaHOBJIEHA HeJleranbHas nmporpamma. He cTouT Taxke 3a0bIBaTh, UTO CYIIECTBYIOT JIeTalbHbIE
u OecIIaTHbIE IPOTPaMMbl, KOTOPbIE MOKHO HAWTH B CETH.

O nopraJjue

CereBu4ok.pp - TBOW TJIABHBIM COBETYMK B CETH. 3J€Ch Thl MOXEIIb Yy3HATh O
0€30MacHOCTH B CETH MOHATHBIM U JOCTYIHBIM SI3BIKOM, a MPU BO3HHUKHOBEHHH KPHUTHUYECKOM
CUTyaIlMl OOpaTUTHCSA 3a COBETOM. A TakKe MPUHATH YJ4acTHE B KOHKYpCax W CTaTh CaMbIM
U(POBBIM TPaKTIaHUHOM !



